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Threat Summary 
A new unpatched flaw in the way that Microsoft Windows, Internet Explorer, and other applications 

parse WMF files can lead to arbitrary code execution and system compromises.  There are currently 

in-the-wild websites that are actively exploiting this flaw.  These websites are using this flaw to install 

backdoors, Trojans, Spam-bots, Adware, and other applications that attempt to perform actions such 

as stealing information, slow system performance, propagate to other systems and other malicious 

behaviors.  

 

Mitigation 
Can Primary Response protect me? 

Yes, Primary Response prevents the payloads associated with this attack.  Sana Security has 

observed both known and previously unknown payloads, such as Spam-bots, Trojans, Adware, and 

various backdoors successfully be prevented by Primary Response. 

 

Does an out of the box configuration protect me? 

Primary Response SafeConnect: Yes.  An out-of-the-box configuration prevents all in-the-wild 

observed payloads of this attack. 

 

Primary Response 3.1/3.1.1: An out-of-the-box configuration detects in-the-wild observed payloads of 

this attack. One configuration change must be made to prevent the payloads of this attack.  Blocking 

for 'Unknown' threats must be enabled.  Once that feature is enabled, the payloads will be proactively 

protected. 

 

 

Are there additional actions I must take to become protected? 

Sana Security recommends applying the latest patches from Microsoft.  Those can be found at: 

http://www.microsoft.com/technet/security/.  As of January 2, 2006, there are no patches available for 

this vulnerability. 
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Advanced 
The following components have been observed with this exploit, though is this not a complete list. 

Processes 
 Tool2.exe 

 PayTime.exe 

 Tool3.exe 

 Drsmartload.exe 

 Timessquare.exe 

 Inst_0004.exe 

 Csrss.exe (shadow process) 

 Sywsvcs.exe 

 89.tmp 

 

Executable Files 
 %SYSTEMDRIVE%\Documents and Settings\[username]\Local Settings\Temp\a.exe 

 %SYSTEMDRIVE%\Documents and Settings\[username]\Local 

Settings\Temp\ff_temp\xpcom.ns\bin\xpcom_compat.dll 

 %SYSTEMDRIVE%\Documents and Settings\[username]\Local Settings\Temp\ff_temp\xpcom.ns\bin\xpcom_core.dll 

 %SYSTEMDRIVE%\Documents and Settings\[username]\Local Settings\Temporary Internet 

Files\Content.IE5\AVM7QB63\drsmartload[1].exe 

 %SYSTEMDRIVE%\Documents and Settings\[username]\Local Settings\Temporary Internet 

Files\Content.IE5\AVM7QB63\ltndload[1].dll 

 %SYSTEMDRIVE%\Documents and Settings\[username]\Local Settings\Temporary Internet 

Files\Content.IE5\AVM7QB63\nwfa32[1].exe 

 %SYSTEMDRIVE%\Documents and Settings\[username]\Local Settings\Temporary Internet 

Files\Content.IE5\IXW3U503\Installer_3[1].exe 

 %SYSTEMDRIVE%\Documents and Settings\[username]\Local Settings\Temporary Internet 

Files\Content.IE5\IXW3U503\ltndconf[1].sys 

 %SYSTEMDRIVE%\Documents and Settings\[username]\Local Settings\Temporary Internet 

Files\Content.IE5\IXW3U503\ltndmain[1].dll 

 %SYSTEMDRIVE%\Documents and Settings\[username]\Local Settings\Temporary Internet 

Files\Content.IE5\U38FWTYN\WinFixerScannerInstall[1].exe 

 %SYSTEMDRIVE%\Documents and Settings\[username]\Local Settings\Temporary Internet 

Files\Content.IE5\YN4FYF0B\child[1].exe 

 %SYSTEMDRIVE%\Documents and Settings\[username]\Local Settings\Temporary Internet 

Files\Content.IE5\YN4FYF0B\inst_0004[1].exe 

 %SYSTEMDRIVE%\Documents and Settings\[username]\Local Settings\Temporary Internet 

Files\Content.IE5\YN4FYF0B\timessquare[1].exe 

 %SYSTEMDRIVE%\Program Files\AdblInst\Installer_3.exe 

 %SYSTEMDRIVE%\RECYCLER\S-1-5-21-436374069-920026266-682003330-1003\Dd1.exe 

 %WINDIR%\country.exe 

 %WINDIR%\kl.exe 

 %WINDIR%\ms1.exe 

 %WINDIR%\sngsh35.dll 
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 %WINDIR%\system\csrss.exe 

 %WINDIR%\system32\0ce80c5c.dll 

 %WINDIR%\system32\0ce89cm0.sys 

 %WINDIR%\system32\0ce8rglo.dll 

 %WINDIR%\system32\child.dll 

 %WINDIR%\system32\ngsh35.dll 

 %WINDIR%\system32\paytime.exe 

 %WINDIR%\system32\RegClass.dll 

 %WINDIR%\system32\sywsvcs.exe 

 %WINDIR%\tool1.exe 

 %WINDIR%\tool2.exe 

 %WINDIR%\tool3.exe 

 %WINDIR%\tool4.exe 

 %WINDIR%\tool5.exe 

 %WINDIR%\toolbar.exe 

 %WINDIR%\Your Product\uninstall.exe 

 
Registry Keys 
hkey_local_machine\software\classes\adinstaller.adinstallerctrl.1,  value = ,  data = adinstaller control 
hkey_local_machine\software\classes\adinstaller.adinstallerctrl.1\clsid,  value = ,  data = {8a8f3d75-6564-4599-a7dc-
313b43a89e1d} 
hkey_local_machine\software\classes\adinstaller.adinstallerctrl.1\insertable,  value = ,  data =  
hkey_local_machine\software\classes\autosearch1.bhosrc,  value = ,  data = bhosrc class 
hkey_local_machine\software\classes\autosearch1.bhosrc.1,  value = ,  data = bhosrc class 
hkey_local_machine\software\classes\autosearch1.bhosrc.1\clsid,  value = ,  data = {622cc208-b014-4fe0-801b-874a5e5e403a} 
hkey_local_machine\software\classes\autosearch1.bhosrc\clsid,  value = ,  data = {622cc208-b014-4fe0-801b-874a5e5e403a} 
hkey_local_machine\software\classes\autosearch1.bhosrc\curver,  value = ,  data = autosearch1.bhosrc.1 
hkey_local_machine\software\classes\autosearch1.srchhook,  value = ,  data = srchhook class 
hkey_local_machine\software\classes\autosearch1.srchhook.1,  value = ,  data = srchhook class 
hkey_local_machine\software\classes\autosearch1.srchhook.1\clsid,  value = ,  data = {15651c7c-e812-44a2-a9ac-
b467a2233e7d} 
hkey_local_machine\software\classes\autosearch1.srchhook\clsid,  value = ,  data = {15651c7c-e812-44a2-a9ac-
b467a2233e7d} 
hkey_local_machine\software\classes\autosearch1.srchhook\curver,  value = ,  data = autosearch1.srchhook.1 
hkey_local_machine\software\classes\bho1.html,  value = ,  data = html class 
hkey_local_machine\software\classes\bho1.html.1,  value = ,  data = html class 
hkey_local_machine\software\classes\bho1.html.1\clsid,  value = ,  data = {9c5b2f29-1f46-4639-a6b4-828942301d3e} 
hkey_local_machine\software\classes\bho1.html\clsid,  value = ,  data = {9c5b2f29-1f46-4639-a6b4-828942301d3e} 
hkey_local_machine\software\classes\bho1.html\curver,  value = ,  data = bho1.html.1 
hkey_local_machine\software\classes\clsid\{0d68d6d0-d93d-4d08-a30d-f00dd1f45b24},  value = ,  data = psfactorybuffer 
hkey_local_machine\software\classes\clsid\{0d68d6d0-d93d-4d08-a30d-f00dd1f45b24}\inprocserver32,  value = 
threadingmodel,  data = both 
hkey_local_machine\software\classes\clsid\{15651c7c-e812-44a2-a9ac-b467a2233e7d},  value = ,  data = srchhook class 
hkey_local_machine\software\classes\clsid\{15651c7c-e812-44a2-a9ac-b467a2233e7d}\inprocserver32,  value = 
threadingmodel,  data = apartment 
hkey_local_machine\software\classes\clsid\{15651c7c-e812-44a2-a9ac-b467a2233e7d}\inprocserver32,  value = ,  data = 
d:\windows\system32\gidcai32.dll 
hkey_local_machine\software\classes\clsid\{15651c7c-e812-44a2-a9ac-b467a2233e7d}\progid,  value = ,  data = 
autosearch1.srchhook.1 
hkey_local_machine\software\classes\clsid\{15651c7c-e812-44a2-a9ac-b467a2233e7d}\typelib,  value = ,  data = {b8f9dd56-
4ffa-47b0-b9d7-42f45a752f4e} 
hkey_local_machine\software\classes\clsid\{15651c7c-e812-44a2-a9ac-b467a2233e7d}\versionindependentprogid,  value = ,  
data = autosearch1.srchhook 
hkey_local_machine\software\classes\clsid\{392baf48-a26a-45b5-9263-97128e429268},  value = ,  data = ngsh35.clsis 
hkey_local_machine\software\classes\clsid\{392baf48-a26a-45b5-9263-97128e429268}\inprocserver32,  value = 
threadingmodel,  data = apartment 
hkey_local_machine\software\classes\clsid\{392baf48-a26a-45b5-9263-97128e429268}\inprocserver32,  value = ,  data = 
d:\windows\system32\ngsh35.dll 
hkey_local_machine\software\classes\clsid\{392baf48-a26a-45b5-9263-97128e429268}\progid,  value = ,  data = ngsh35.clsis 
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hkey_local_machine\software\classes\clsid\{392baf48-a26a-45b5-9263-97128e429268}\typelib,  value = ,  data = {a7e74cb8-
70e3-4edb-85af-244ab888b833} 
hkey_local_machine\software\classes\clsid\{392baf48-a26a-45b5-9263-97128e429268}\version,  value = ,  data = 49.0 
hkey_local_machine\software\classes\clsid\{49759821-e721-4f02-9cf8-9b1443c6385d},  value = ,  data = adinstaller property 
page 
hkey_local_machine\software\classes\clsid\{49759821-e721-4f02-9cf8-9b1443c6385d}\inprocserver32,  value = ,  data = 
d:\windows\downlo~1\search~1.ocx 
hkey_local_machine\software\classes\clsid\{58ec3e97-3510-4bdb-8771-ff8337479dba},  value = ,  data = ngsh35.clsdw 
hkey_local_machine\software\classes\clsid\{58ec3e97-3510-4bdb-8771-ff8337479dba}\inprocserver32,  value = 
threadingmodel,  data = apartment 
hkey_local_machine\software\classes\clsid\{58ec3e97-3510-4bdb-8771-ff8337479dba}\inprocserver32,  value = ,  data = 
d:\windows\system32\ngsh35.dll 
hkey_local_machine\software\classes\clsid\{58ec3e97-3510-4bdb-8771-ff8337479dba}\progid,  value = ,  data = ngsh35.clsdw 
hkey_local_machine\software\classes\clsid\{58ec3e97-3510-4bdb-8771-ff8337479dba}\typelib,  value = ,  data = {a7e74cb8-
70e3-4edb-85af-244ab888b833} 
hkey_local_machine\software\classes\clsid\{58ec3e97-3510-4bdb-8771-ff8337479dba}\version,  value = ,  data = 49.0 
hkey_local_machine\software\classes\clsid\{622cc208-b014-4fe0-801b-874a5e5e403a},  value = ,  data = bhosrc class 
hkey_local_machine\software\classes\clsid\{622cc208-b014-4fe0-801b-874a5e5e403a}\inprocserver32,  value = 
threadingmodel,  data = apartment 
hkey_local_machine\software\classes\clsid\{622cc208-b014-4fe0-801b-874a5e5e403a}\inprocserver32,  value = ,  data = 
d:\windows\system32\gidcai32.dll 
hkey_local_machine\software\classes\clsid\{622cc208-b014-4fe0-801b-874a5e5e403a}\progid,  value = ,  data = 
autosearch1.bhosrc.1 
hkey_local_machine\software\classes\clsid\{622cc208-b014-4fe0-801b-874a5e5e403a}\typelib,  value = ,  data = {b8f9dd56-
4ffa-47b0-b9d7-42f45a752f4e} 
hkey_local_machine\software\classes\clsid\{622cc208-b014-4fe0-801b-874a5e5e403a}\versionindependentprogid,  value = ,  
data = autosearch1.bhosrc 
hkey_local_machine\software\classes\clsid\{8a8f3d75-6564-4599-a7dc-313b43a89e1d},  value = ,  data = adinstaller control 
hkey_local_machine\software\classes\clsid\{8a8f3d75-6564-4599-a7dc-313b43a89e1d}\control,  value = ,  data =  
hkey_local_machine\software\classes\clsid\{8a8f3d75-6564-4599-a7dc-313b43a89e1d}\inprocserver32,  value = 
threadingmodel,  data = apartment 
hkey_local_machine\software\classes\clsid\{8a8f3d75-6564-4599-a7dc-313b43a89e1d}\inprocserver32,  value = ,  data = 
d:\windows\downlo~1\search~1.ocx 
hkey_local_machine\software\classes\clsid\{8a8f3d75-6564-4599-a7dc-313b43a89e1d}\insertable,  value = ,  data =  
hkey_local_machine\software\classes\clsid\{8a8f3d75-6564-4599-a7dc-313b43a89e1d}\miscstatus,  value = ,  data = 0 
hkey_local_machine\software\classes\clsid\{8a8f3d75-6564-4599-a7dc-313b43a89e1d}\miscstatus\1,  value = ,  data = 132241 
hkey_local_machine\software\classes\clsid\{8a8f3d75-6564-4599-a7dc-313b43a89e1d}\progid,  value = ,  data = 
adinstaller.adinstallerctrl.1 
hkey_local_machine\software\classes\clsid\{8a8f3d75-6564-4599-a7dc-313b43a89e1d}\toolboxbitmap32,  value = ,  data = 
d:\windows\downlo~1\search~1.ocx 
hkey_local_machine\software\classes\clsid\{8a8f3d75-6564-4599-a7dc-313b43a89e1d}\typelib,  value = ,  data = {357d1d47-
8029-42d2-8604-2f0aaa4af857} 
hkey_local_machine\software\classes\clsid\{8a8f3d75-6564-4599-a7dc-313b43a89e1d}\version,  value = ,  data = 1.0 
hkey_local_machine\software\classes\clsid\{9c5b2f29-1f46-4639-a6b4-828942301d3e},  value = ,  data = html class 
hkey_local_machine\software\classes\clsid\{9c5b2f29-1f46-4639-a6b4-828942301d3e}\inprocserver32,  value = 
threadingmodel,  data = apartment 
hkey_local_machine\software\classes\clsid\{9c5b2f29-1f46-4639-a6b4-828942301d3e}\inprocserver32,  value = ,  data = 
d:\windows\system32\sipspi32.dll 
hkey_local_machine\software\classes\clsid\{9c5b2f29-1f46-4639-a6b4-828942301d3e}\progid,  value = ,  data = bho1.html.1 
hkey_local_machine\software\classes\clsid\{9c5b2f29-1f46-4639-a6b4-828942301d3e}\typelib,  value = ,  data = {e9a45914-
275e-4866-bb75-5d65cbc3f311} 
hkey_local_machine\software\classes\clsid\{9c5b2f29-1f46-4639-a6b4-828942301d3e}\versionindependentprogid,  value = ,  
data = bho1.html 
hkey_local_machine\software\classes\clsid\{f7cbc381-6ba9-11d5-8ac0-0040aa452753},  value = ,  data = regclass.cregkey 
hkey_local_machine\software\classes\clsid\{f7cbc381-6ba9-11d5-8ac0-0040aa452753}\progid,  value = ,  data = 
regclass.cregkey 
hkey_local_machine\software\classes\clsid\{f7cbc381-6ba9-11d5-8ac0-0040aa452753}\typelib,  value = ,  data = {f7cbc37f-
6ba9-11d5-8ac0-0040aa452753} 
hkey_local_machine\software\classes\clsid\{f7cbc381-6ba9-11d5-8ac0-0040aa452753}\version,  value = ,  data = 1.0 
hkey_local_machine\software\classes\clsid\{f7cbc383-6ba9-11d5-8ac0-0040aa452753},  value = ,  data = regclass.cregkeys 
hkey_local_machine\software\classes\clsid\{f7cbc383-6ba9-11d5-8ac0-0040aa452753}\progid,  value = ,  data = 
regclass.cregkeys 
hkey_local_machine\software\classes\clsid\{f7cbc383-6ba9-11d5-8ac0-0040aa452753}\typelib,  value = ,  data = {f7cbc37f-
6ba9-11d5-8ac0-0040aa452753} 
hkey_local_machine\software\classes\clsid\{f7cbc383-6ba9-11d5-8ac0-0040aa452753}\version,  value = ,  data = 1.0 
hkey_local_machine\software\classes\clsid\{f7cbc385-6ba9-11d5-8ac0-0040aa452753},  value = ,  data = regclass.cregvalues 
hkey_local_machine\software\classes\clsid\{f7cbc385-6ba9-11d5-8ac0-0040aa452753}\progid,  value = ,  data = 
regclass.cregvalues 
hkey_local_machine\software\classes\clsid\{f7cbc385-6ba9-11d5-8ac0-0040aa452753}\typelib,  value = ,  data = {f7cbc37f-
6ba9-11d5-8ac0-0040aa452753} 
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hkey_local_machine\software\classes\clsid\{f7cbc385-6ba9-11d5-8ac0-0040aa452753}\version,  value = ,  data = 1.0 
hkey_local_machine\software\classes\clsid\{f7cbc387-6ba9-11d5-8ac0-0040aa452753},  value = ,  data = regclass.clsreg 
hkey_local_machine\software\classes\clsid\{f7cbc387-6ba9-11d5-8ac0-0040aa452753}\inprocserver32,  value = ,  data = 
d:\windows\system32\regclass.dll 
hkey_local_machine\software\classes\clsid\{f7cbc387-6ba9-11d5-8ac0-0040aa452753}\progid,  value = ,  data = regclass.clsreg 
hkey_local_machine\software\classes\clsid\{f7cbc387-6ba9-11d5-8ac0-0040aa452753}\typelib,  value = ,  data = {f7cbc37f-
6ba9-11d5-8ac0-0040aa452753} 
hkey_local_machine\software\classes\clsid\{f7cbc387-6ba9-11d5-8ac0-0040aa452753}\version,  value = ,  data = 1.0 
hkey_local_machine\software\classes\clsid\{f7cbc38b-6ba9-11d5-8ac0-0040aa452753},  value = ,  data = regclass.cregvalue 
hkey_local_machine\software\classes\clsid\{f7cbc38b-6ba9-11d5-8ac0-0040aa452753}\progid,  value = ,  data = 
regclass.cregvalue 
hkey_local_machine\software\classes\clsid\{f7cbc38b-6ba9-11d5-8ac0-0040aa452753}\typelib,  value = ,  data = {f7cbc37f-
6ba9-11d5-8ac0-0040aa452753} 
hkey_local_machine\software\classes\clsid\{f7cbc38b-6ba9-11d5-8ac0-0040aa452753}\version,  value = ,  data = 1.0 
hkey_local_machine\software\classes\interface\{0aae8e89-546f-490b-99a0-d6a64c57ed0e},  value = ,  data = 
_dadinstallerevents 
hkey_local_machine\software\classes\interface\{0aae8e89-546f-490b-99a0-d6a64c57ed0e}\proxystubclsid,  value = ,  data = 
{00020420-0000-0000-c000-000000000046} 
hkey_local_machine\software\classes\interface\{0aae8e89-546f-490b-99a0-d6a64c57ed0e}\proxystubclsid32,  value = ,  data = 
{00020420-0000-0000-c000-000000000046} 
hkey_local_machine\software\classes\interface\{0aae8e89-546f-490b-99a0-d6a64c57ed0e}\typelib,  value = version,  data = 1.0 
hkey_local_machine\software\classes\interface\{0aae8e89-546f-490b-99a0-d6a64c57ed0e}\typelib,  value = ,  data = 
{357d1d47-8029-42d2-8604-2f0aaa4af857} 
hkey_local_machine\software\classes\interface\{0d68d6d0-d93d-4d08-a30d-f00dd1f45b24},  value = ,  data = 
isimpledomdocument 
hkey_local_machine\software\classes\interface\{0d68d6d0-d93d-4d08-a30d-f00dd1f45b24}\nummethods,  value = ,  data = 9 
hkey_local_machine\software\classes\interface\{0d68d6d0-d93d-4d08-a30d-f00dd1f45b24}\proxystubclsid32,  value = ,  data = 
{0d68d6d0-d93d-4d08-a30d-f00dd1f45b24} 
hkey_local_machine\software\classes\interface\{16f6a635-09f8-44e6-953e-81d037647255},  value = ,  data = ibhosrc1 
hkey_local_machine\software\classes\interface\{16f6a635-09f8-44e6-953e-81d037647255}\proxystubclsid,  value = ,  data = 
{00020424-0000-0000-c000-000000000046} 
hkey_local_machine\software\classes\interface\{16f6a635-09f8-44e6-953e-81d037647255}\proxystubclsid32,  value = ,  data = 
{00020424-0000-0000-c000-000000000046} 
hkey_local_machine\software\classes\interface\{16f6a635-09f8-44e6-953e-81d037647255}\typelib,  value = version,  data = 1.0 
hkey_local_machine\software\classes\interface\{16f6a635-09f8-44e6-953e-81d037647255}\typelib,  value = ,  data = {b8f9dd56-
4ffa-47b0-b9d7-42f45a752f4e} 
hkey_local_machine\software\classes\interface\{1814ceeb-49e2-407f-af99-fa755a7d2607},  value = ,  data = isimpledomnode 
hkey_local_machine\software\classes\interface\{1814ceeb-49e2-407f-af99-fa755a7d2607}\nummethods,  value = ,  data = 18 
hkey_local_machine\software\classes\interface\{1814ceeb-49e2-407f-af99-fa755a7d2607}\proxystubclsid32,  value = ,  data = 
{0d68d6d0-d93d-4d08-a30d-f00dd1f45b24} 
hkey_local_machine\software\classes\interface\{2eee095b-b152-4f2d-bcaf-9f97e5c18ff9},  value = ,  data = clsis 
hkey_local_machine\software\classes\interface\{2eee095b-b152-4f2d-bcaf-9f97e5c18ff9}\proxystubclsid,  value = ,  data = 
{00020424-0000-0000-c000-000000000046} 
hkey_local_machine\software\classes\interface\{2eee095b-b152-4f2d-bcaf-9f97e5c18ff9}\proxystubclsid32,  value = ,  data = 
{00020424-0000-0000-c000-000000000046} 
hkey_local_machine\software\classes\interface\{2eee095b-b152-4f2d-bcaf-9f97e5c18ff9}\typelib,  value = version,  data = 31.0 
hkey_local_machine\software\classes\interface\{2eee095b-b152-4f2d-bcaf-9f97e5c18ff9}\typelib,  value = ,  data = {a7e74cb8-
70e3-4edb-85af-244ab888b833} 
hkey_local_machine\software\classes\interface\{34dcdbdb-60ef-4281-92c6-68c299aab8e5},  value = ,  data = isrchhook1 
hkey_local_machine\software\classes\interface\{34dcdbdb-60ef-4281-92c6-68c299aab8e5}\proxystubclsid,  value = ,  data = 
{00020424-0000-0000-c000-000000000046} 
hkey_local_machine\software\classes\interface\{34dcdbdb-60ef-4281-92c6-68c299aab8e5}\proxystubclsid32,  value = ,  data = 
{00020424-0000-0000-c000-000000000046} 
hkey_local_machine\software\classes\interface\{34dcdbdb-60ef-4281-92c6-68c299aab8e5}\typelib, value = version, data = 1.0 
hkey_local_machine\software\classes\interface\{34dcdbdb-60ef-4281-92c6-68c299aab8e5}\typelib,  value = ,  data = 
{b8f9dd56-4ffa-47b0-b9d7-42f45a752f4e} 
hkey_local_machine\software\classes\interface\{4e747be5-2052-4265-8af0-8ecad7aad1c0},  value = ,  data = isimpledomtext 
hkey_local_machine\software\classes\interface\{4e747be5-2052-4265-8af0-8ecad7aad1c0}\nummethods,  value = ,  data = 8 
hkey_local_machine\software\classes\interface\{4e747be5-2052-4265-8af0-8ecad7aad1c0}\proxystubclsid32,  value = ,  data = 
{0d68d6d0-d93d-4d08-a30d-f00dd1f45b24} 
hkey_local_machine\software\classes\interface\{5969d2d0-4289-4bcd-8414-3c89cebfebae},  value = ,  data = _dadinstaller 
hkey_local_machine\software\classes\interface\{5969d2d0-4289-4bcd-8414-3c89cebfebae}\proxystubclsid,  value = ,  data = 
{00020420-0000-0000-c000-000000000046} 
hkey_local_machine\software\classes\interface\{5969d2d0-4289-4bcd-8414-3c89cebfebae}\proxystubclsid32,  value = ,  data = 
{00020420-0000-0000-c000-000000000046} 
hkey_local_machine\software\classes\interface\{5969d2d0-4289-4bcd-8414-3c89cebfebae}\typelib,  value = version,  data = 1.0 
hkey_local_machine\software\classes\interface\{5969d2d0-4289-4bcd-8414-3c89cebfebae}\typelib,  value = ,  data = 
{357d1d47-8029-42d2-8604-2f0aaa4af857} 
hkey_local_machine\software\classes\interface\{899c88e5-2658-4dba-8a33-9fd0476fe776},  value = ,  data = clsdw 
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hkey_local_machine\software\classes\interface\{899c88e5-2658-4dba-8a33-9fd0476fe776}\proxystubclsid,  value = ,  data = 
{00020424-0000-0000-c000-000000000046} 
hkey_local_machine\software\classes\interface\{899c88e5-2658-4dba-8a33-9fd0476fe776}\proxystubclsid32,  value = ,  data = 
{00020424-0000-0000-c000-000000000046} 
hkey_local_machine\software\classes\interface\{899c88e5-2658-4dba-8a33-9fd0476fe776}\typelib,  value = version,  data = 
31.0 
hkey_local_machine\software\classes\interface\{899c88e5-2658-4dba-8a33-9fd0476fe776}\typelib,  value = ,  data = 
{a7e74cb8-70e3-4edb-85af-244ab888b833} 
hkey_local_machine\software\classes\interface\{f7cbc380-6ba9-11d5-8ac0-0040aa452753},  value = ,  data = cregkey 
hkey_local_machine\software\classes\interface\{f7cbc380-6ba9-11d5-8ac0-0040aa452753}\proxystubclsid,  value = ,  data = 
{00020424-0000-0000-c000-000000000046} 
hkey_local_machine\software\classes\interface\{f7cbc380-6ba9-11d5-8ac0-0040aa452753}\proxystubclsid32,  value = ,  data = 
{00020424-0000-0000-c000-000000000046} 
hkey_local_machine\software\classes\interface\{f7cbc380-6ba9-11d5-8ac0-0040aa452753}\typelib,  value = version,  data = 1.0 
hkey_local_machine\software\classes\interface\{f7cbc380-6ba9-11d5-8ac0-0040aa452753}\typelib,  value = ,  data = {f7cbc37f-
6ba9-11d5-8ac0-0040aa452753} 
hkey_local_machine\software\classes\interface\{f7cbc382-6ba9-11d5-8ac0-0040aa452753},  value = ,  data = cregkeys 
hkey_local_machine\software\classes\interface\{f7cbc382-6ba9-11d5-8ac0-0040aa452753}\proxystubclsid,  value = ,  data = 
{00020424-0000-0000-c000-000000000046} 
hkey_local_machine\software\classes\interface\{f7cbc382-6ba9-11d5-8ac0-0040aa452753}\proxystubclsid32,  value = ,  data = 
{00020424-0000-0000-c000-000000000046} 
hkey_local_machine\software\classes\interface\{f7cbc382-6ba9-11d5-8ac0-0040aa452753}\typelib,  value = version,  data = 1.0 
hkey_local_machine\software\classes\interface\{f7cbc382-6ba9-11d5-8ac0-0040aa452753}\typelib,  value = ,  data = {f7cbc37f-
6ba9-11d5-8ac0-0040aa452753} 
hkey_local_machine\software\classes\interface\{f7cbc384-6ba9-11d5-8ac0-0040aa452753},  value = ,  data = cregvalues 
hkey_local_machine\software\classes\interface\{f7cbc384-6ba9-11d5-8ac0-0040aa452753}\proxystubclsid,  value = ,  data = 
{00020424-0000-0000-c000-000000000046} 
hkey_local_machine\software\classes\interface\{f7cbc384-6ba9-11d5-8ac0-0040aa452753}\proxystubclsid32,  value = ,  data = 
{00020424-0000-0000-c000-000000000046} 
hkey_local_machine\software\classes\interface\{f7cbc384-6ba9-11d5-8ac0-0040aa452753}\typelib,  value = version,  data = 1.0 
hkey_local_machine\software\classes\interface\{f7cbc384-6ba9-11d5-8ac0-0040aa452753}\typelib,  value = ,  data = {f7cbc37f-
6ba9-11d5-8ac0-0040aa452753} 
hkey_local_machine\software\classes\interface\{f7cbc386-6ba9-11d5-8ac0-0040aa452753},  value = ,  data = clsreg 
hkey_local_machine\software\classes\interface\{f7cbc386-6ba9-11d5-8ac0-0040aa452753}\proxystubclsid,  value = ,  data = 
{00020424-0000-0000-c000-000000000046} 
hkey_local_machine\software\classes\interface\{f7cbc386-6ba9-11d5-8ac0-0040aa452753}\proxystubclsid32,  value = ,  data = 
{00020424-0000-0000-c000-000000000046} 
hkey_local_machine\software\classes\interface\{f7cbc386-6ba9-11d5-8ac0-0040aa452753}\typelib,  value = version,  data = 1.0 
hkey_local_machine\software\classes\interface\{f7cbc386-6ba9-11d5-8ac0-0040aa452753}\typelib,  value = ,  data = {f7cbc37f-
6ba9-11d5-8ac0-0040aa452753} 
hkey_local_machine\software\classes\interface\{f7cbc38a-6ba9-11d5-8ac0-0040aa452753},  value = ,  data = cregvalue 
hkey_local_machine\software\classes\interface\{f7cbc38a-6ba9-11d5-8ac0-0040aa452753}\proxystubclsid,  value = ,  data = 
{00020424-0000-0000-c000-000000000046} 
hkey_local_machine\software\classes\interface\{f7cbc38a-6ba9-11d5-8ac0-0040aa452753}\proxystubclsid32,  value = ,  data = 
{00020424-0000-0000-c000-000000000046} 
hkey_local_machine\software\classes\interface\{f7cbc38a-6ba9-11d5-8ac0-0040aa452753}\typelib,  value = version,  data = 1.0 
hkey_local_machine\software\classes\interface\{f7cbc38a-6ba9-11d5-8ac0-0040aa452753}\typelib,  value = ,  data = {f7cbc37f-
6ba9-11d5-8ac0-0040aa452753} 
hkey_local_machine\software\classes\interface\{fc02833e-9fde-4862-974f-828887716a28},  value = ,  data = ipopup1 
hkey_local_machine\software\classes\interface\{fc02833e-9fde-4862-974f-828887716a28}\proxystubclsid,  value = ,  data = 
{00020424-0000-0000-c000-000000000046} 
hkey_local_machine\software\classes\interface\{fc02833e-9fde-4862-974f-828887716a28}\proxystubclsid32,  value = ,  data = 
{00020424-0000-0000-c000-000000000046} 
hkey_local_machine\software\classes\interface\{fc02833e-9fde-4862-974f-828887716a28}\typelib,  value = version,  data = 1.0 
hkey_local_machine\software\classes\interface\{fc02833e-9fde-4862-974f-828887716a28}\typelib,  value = ,  data = {e9a45914-
275e-4866-bb75-5d65cbc3f311} 
hkey_local_machine\software\classes\ngsh35.clsdw,  value = ,  data = ngsh35.clsdw 
hkey_local_machine\software\classes\ngsh35.clsdw\clsid,  value = ,  data = {58ec3e97-3510-4bdb-8771-ff8337479dba} 
hkey_local_machine\software\classes\ngsh35.clsis,  value = ,  data = ngsh35.clsis 
hkey_local_machine\software\classes\ngsh35.clsis\clsid,  value = ,  data = {392baf48-a26a-45b5-9263-97128e429268} 
hkey_local_machine\software\classes\regclass.clsreg,  value = ,  data = regclass.clsreg 
hkey_local_machine\software\classes\regclass.clsreg\clsid,  value = ,  data = {f7cbc387-6ba9-11d5-8ac0-0040aa452753} 
hkey_local_machine\software\classes\regclass.cregkey,  value = ,  data = regclass.cregkey 
hkey_local_machine\software\classes\regclass.cregkey\clsid,  value = ,  data = {f7cbc381-6ba9-11d5-8ac0-0040aa452753} 
hkey_local_machine\software\classes\regclass.cregkeys,  value = ,  data = regclass.cregkeys 
hkey_local_machine\software\classes\regclass.cregkeys\clsid,  value = ,  data = {f7cbc383-6ba9-11d5-8ac0-0040aa452753} 
hkey_local_machine\software\classes\regclass.cregvalue,  value = ,  data = regclass.cregvalue 
hkey_local_machine\software\classes\regclass.cregvalue\clsid,  value = ,  data = {f7cbc38b-6ba9-11d5-8ac0-0040aa452753} 
hkey_local_machine\software\classes\regclass.cregvalues,  value = ,  data = regclass.cregvalues 
hkey_local_machine\software\classes\regclass.cregvalues\clsid,  value = ,  data = {f7cbc385-6ba9-11d5-8ac0-0040aa452753} 
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hkey_local_machine\software\classes\typelib\{357d1d47-8029-42d2-8604-2f0aaa4af857}\1.0,  value = ,  data = adinstaller 
activex control module 
hkey_local_machine\software\classes\typelib\{357d1d47-8029-42d2-8604-2f0aaa4af857}\1.0\0\win32,  value = ,  data = 
d:\windows\downloaded program files\searchhelperinstaller.ocx 
hkey_local_machine\software\classes\typelib\{357d1d47-8029-42d2-8604-2f0aaa4af857}\1.0\flags,  value = ,  data = 2 
hkey_local_machine\software\classes\typelib\{357d1d47-8029-42d2-8604-2f0aaa4af857}\1.0\helpdir,  value = ,  data = 
d:\windows\downloaded program files 
hkey_local_machine\software\classes\typelib\{a7e74cb8-70e3-4edb-85af-244ab888b833}\31.0,  value = ,  data = ngsh35 
hkey_local_machine\software\classes\typelib\{a7e74cb8-70e3-4edb-85af-244ab888b833}\31.0\0\win32,  value = ,  data = 
d:\windows\system32\ngsh35.dll 
hkey_local_machine\software\classes\typelib\{a7e74cb8-70e3-4edb-85af-244ab888b833}\31.0\flags,  value = ,  data = 0 
hkey_local_machine\software\classes\typelib\{a7e74cb8-70e3-4edb-85af-244ab888b833}\31.0\helpdir,  value = ,  data = 
d:\windows\system32 
hkey_local_machine\software\classes\typelib\{b8f9dd56-4ffa-47b0-b9d7-42f45a752f4e}\1.0,  value = ,  data = 
matrixsearchengine 1.0 type library 
hkey_local_machine\software\classes\typelib\{b8f9dd56-4ffa-47b0-b9d7-42f45a752f4e}\1.0\0\win32,  value = ,  data = 
d:\windows\system32\gidcai32.dll 
hkey_local_machine\software\classes\typelib\{b8f9dd56-4ffa-47b0-b9d7-42f45a752f4e}\1.0\flags,  value = ,  data = 0 
hkey_local_machine\software\classes\typelib\{b8f9dd56-4ffa-47b0-b9d7-42f45a752f4e}\1.0\helpdir,  value = ,  data = 
d:\windows\system32\ 
hkey_local_machine\software\classes\typelib\{e9a45914-275e-4866-bb75-5d65cbc3f311}\1.0,  value = ,  data = bhopopup 1.0 
type library 
hkey_local_machine\software\classes\typelib\{e9a45914-275e-4866-bb75-5d65cbc3f311}\1.0\0\win32,  value = ,  data = 
d:\windows\system32\sipspi32.dll 
hkey_local_machine\software\classes\typelib\{e9a45914-275e-4866-bb75-5d65cbc3f311}\1.0\flags,  value = ,  data = 0 
hkey_local_machine\software\classes\typelib\{e9a45914-275e-4866-bb75-5d65cbc3f311}\1.0\helpdir,  value = ,  data = 
d:\windows\system32\ 
hkey_local_machine\software\classes\typelib\{f7cbc37f-6ba9-11d5-8ac0-0040aa452753}\1.0,  value = ,  data = regclass demo 
hkey_local_machine\software\classes\typelib\{f7cbc37f-6ba9-11d5-8ac0-0040aa452753}\1.0\0\win32,  value = ,  data = 
d:\windows\system32\regclass.dll 
hkey_local_machine\software\classes\typelib\{f7cbc37f-6ba9-11d5-8ac0-0040aa452753}\1.0\flags,  value = ,  data = 0 
hkey_local_machine\software\classes\typelib\{f7cbc37f-6ba9-11d5-8ac0-0040aa452753}\1.0\helpdir,  value = ,  data = 
d:\windows\system32 
hkey_local_machine\software\microsoft\code store database\distribution units\{15651c7c-e812-44a2-a9ac-b467a2233e7d},  
value = installer,  data = msicd 
hkey_local_machine\software\microsoft\code store database\distribution units\{15651c7c-e812-44a2-a9ac-b467a2233e7d},  
value = systemcomponent,  data = 00000000 
hkey_local_machine\software\microsoft\code store database\distribution units\{15651c7c-e812-44a2-a9ac-
b467a2233e7d}\downloadinformation,  value = inf,  data = d:\windows\downloaded program files\msapasrc.inf 
hkey_local_machine\software\microsoft\code store database\distribution units\{15651c7c-e812-44a2-a9ac-
b467a2233e7d}\downloadinformation,  value = codebase,  data = http://www.123mania.com/gidcai32.cab 
hkey_local_machine\software\microsoft\code store database\distribution units\{15651c7c-e812-44a2-a9ac-
b467a2233e7d}\installedversion,  value = ,  data = 1 
hkey_local_machine\software\microsoft\code store database\distribution units\{15651c7c-e812-44a2-a9ac-
b467a2233e7d}\installedversion,  value = lastmodified,  data = fri 
hkey_local_machine\software\microsoft\code store database\distribution units\{8a8f3d75-6564-4599-a7dc-313b43a89e1d},  
value = installer,  data = msicd 
hkey_local_machine\software\microsoft\code store database\distribution units\{8a8f3d75-6564-4599-a7dc-313b43a89e1d},  
value = systemcomponent,  data = 00000000 
hkey_local_machine\software\microsoft\code store database\distribution units\{8a8f3d75-6564-4599-a7dc-
313b43a89e1d}\contains\files,  value = d:\windows\downloaded program files\searchhelperinstaller.ocx,  data =  
hkey_local_machine\software\microsoft\code store database\distribution units\{8a8f3d75-6564-4599-a7dc-
313b43a89e1d}\downloadinformation,  value = codebase,  data = http://www.movies.net.cn/digital/searchhelperinstaller.ocx 
hkey_local_machine\software\microsoft\code store database\distribution units\{8a8f3d75-6564-4599-a7dc-
313b43a89e1d}\installedversion,  value = ,  data = 1 
hkey_local_machine\software\microsoft\code store database\distribution units\{8a8f3d75-6564-4599-a7dc-
313b43a89e1d}\installedversion,  value = lastmodified,  data = sat 
hkey_local_machine\software\microsoft\code store database\distribution units\{9c5b2f29-1f46-4639-a6b4-828942301d3e},  
value = installer,  data = msicd 
hkey_local_machine\software\microsoft\code store database\distribution units\{9c5b2f29-1f46-4639-a6b4-828942301d3e},  
value = systemcomponent,  data = 00000000 
hkey_local_machine\software\microsoft\code store database\distribution units\{9c5b2f29-1f46-4639-a6b4-
828942301d3e}\downloadinformation,  value = inf,  data = d:\windows\downloaded program files\mshtmpre.inf 
hkey_local_machine\software\microsoft\code store database\distribution units\{9c5b2f29-1f46-4639-a6b4-
828942301d3e}\downloadinformation,  value = codebase,  data = http://www.123mania.com/sipspi32.cab 
hkey_local_machine\software\microsoft\code store database\distribution units\{9c5b2f29-1f46-4639-a6b4-
828942301d3e}\installedversion,  value = ,  data = 1 
hkey_local_machine\software\microsoft\code store database\distribution units\{9c5b2f29-1f46-4639-a6b4-
828942301d3e}\installedversion,  value = lastmodified,  data = fri 
hkey_local_machine\software\microsoft\internet explorer,  value = key1,  data = 333235625 
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hkey_local_machine\software\microsoft\internet explorer\abouturls,  value = html_reconfig5,  data = 
res://d:\windows\system32\sipspi32.dll/p5.htm 
hkey_local_machine\software\microsoft\internet explorer\abouturls,  value = html_gotowork,  data = 
res://d:\windows\system32\sipspi32.dll/activa.htm 
hkey_local_machine\software\microsoft\internet explorer\abouturls,  value = html_onlyone,  data = 
res://d:\windows\system32\sipspi32.dll/p1.htm 
hkey_local_machine\software\microsoft\internet explorer\abouturls,  value = html_reconfig9,  data = 
res://d:\windows\system32\sipspi32.dll/p9.htm 
hkey_local_machine\software\microsoft\internet explorer\abouturls,  value = html_reconfig3,  data = 
res://d:\windows\system32\sipspi32.dll/p3.htm 
hkey_local_machine\software\microsoft\internet explorer\abouturls,  value = html_unresident,  data = 
res://d:\windows\system32\sipspi32.dll/desinstala.htm 
hkey_local_machine\software\microsoft\internet explorer\abouturls,  value = html_stopengine,  data = 
res://d:\windows\system32\sipspi32.dll/desactiva.htm 
hkey_local_machine\software\microsoft\internet explorer\desktop\general,  value = wallpaperlocalfiletime,  data =  
hkey_local_machine\software\microsoft\internet explorer\desktop\general,  value = wallpaperfiletime,  data =  
hkey_local_machine\software\microsoft\internet explorer\urlsearchhooks,  value = {15651c7c-e812-44a2-a9ac-b467a2233e7d},  
data =  
hkey_local_machine\software\microsoft\windows nt\currentversion\winlogon\notify\avpe32,  value = dllname,  data = avpe32.dll  
hkey_local_machine\software\microsoft\windows nt\currentversion\winlogon\notify\avpe32,  value = asynchronous,  data = 
00000001 
hkey_local_machine\software\microsoft\windows nt\currentversion\winlogon\notify\avpe32,  value = maxwait,  data = 00000001 
hkey_local_machine\software\microsoft\windows nt\currentversion\winlogon\notify\avpe32,  value = securetime,  data = 2:1 
hkey_local_machine\software\microsoft\windows nt\currentversion\winlogon\notify\avpe32,  value = startup,  data = mmpagefree 
hkey_local_machine\software\microsoft\windows nt\currentversion\winlogon\notify\avpe32,  value = impersonate,  data = 
00000001 
hkey_local_machine\software\microsoft\windows nt\currentversion\winlogon\notify\avpe32,  value = secureuid,  data = 
[22227440391043395522] 
hkey_local_machine\software\microsoft\windows\currentversion\explorer\browser helper objects\{622cc208-b014-4fe0-801b-
874a5e5e403a},  value = ,  data =  
hkey_local_machine\software\microsoft\windows\currentversion\explorer\browser helper objects\{9c5b2f29-1f46-4639-a6b4-
828942301d3e},  value = ,  data =  
hkey_local_machine\software\microsoft\windows\currentversion\explorer\sharedtaskscheduler,  value = {4f141cba-1457-6cca-
03a7-7aa21b61ea0f},  data = outpost firewall 
hkey_local_machine\software\microsoft\windows\currentversion\moduleusage\d:/windows/downloaded program 
files/searchhelperinstaller.ocx,  value = .owner,  data = {8a8f3d75-6564-4599-a7dc-313b43a89e1d} 
hkey_local_machine\software\microsoft\windows\currentversion\moduleusage\d:/windows/downloaded program 
files/searchhelperinstaller.ocx,  value = {8a8f3d75-6564-4599-a7dc-313b43a89e1d},  data =  
hkey_local_machine\software\microsoft\windows\currentversion\run,  value = ni.uwfx5_0001_n57m2112,"  data = 
""d:\docume~1\xppro~1.xp_\locals~1\temp\89.tmp"" -nag " 
hkey_local_machine\software\microsoft\windows\currentversion\run,  value = sms_msn,  data = 
d:\windows\system32\sms_msn.exe 
hkey_local_machine\software\microsoft\windows\currentversion\run,  value = csrss,  data = d:\windows\system\csrss.exe 
hkey_local_machine\software\microsoft\windows\currentversion\run,  value = paytime,  data = 
d:\windows\system32\paytime.exe 
hkey_local_machine\software\microsoft\windows\currentversion\run,  value = 0ce80c5c.dll,  data = rundll32.exe 0ce80c5c.dll 
hkey_local_machine\software\microsoft\windows\currentversion\run,  value = loadsips,  data = rundll32.exe 
d:\windows\system32\sipspi32.dll 
hkey_local_machine\software\microsoft\windows\currentversion\run,  value = timessquare,  data = c:\windows\timessquare.exe 
hkey_local_machine\software\microsoft\windows\currentversion\shareddlls,  value = d:\windows\downloaded program 
files\searchhelperinstaller.ocx,  data = 00000001 
hkey_local_machine\software\microsoft\windows\currentversion\shareddlls,  value = d:\windows\system32\regclass.dll,  data = 
00000001 
hkey_local_machine\software\microsoft\windows\currentversion\uninstall\your product1.0,  value = uninstallstring,"  data = 
""d:\windows\your product\uninstall.exe"" ""/u:d:\program files\your product\uninstall\uninstall.xml""" 
hkey_local_machine\software\microsoft\windows\currentversion\uninstall\your product1.0,  value = helplink,  data = 
http://www.yourcompany.com 
hkey_local_machine\software\microsoft\windows\currentversion\uninstall\your product1.0,  value = contact,  data = your 
company support department 
hkey_local_machine\software\microsoft\windows\currentversion\uninstall\your product1.0,  value = displayicon,"  data = 
""d:\windows\your product\uninstall.exe""" 
hkey_local_machine\software\microsoft\windows\currentversion\uninstall\your product1.0,  value = norepair,  data = 00000001 
hkey_local_machine\software\microsoft\windows\currentversion\uninstall\your product1.0,  value = urlinfoabout,  data = 
http://www.yourcompany.com 
hkey_local_machine\software\microsoft\windows\currentversion\uninstall\your product1.0,  value = displayname,  data = your 
product 
hkey_local_machine\software\microsoft\windows\currentversion\uninstall\your product1.0,  value = publisher,  data = your 
company 
hkey_local_machine\software\microsoft\windows\currentversion\uninstall\your product1.0,  value = displayversion,  data = 1.0 
hkey_local_machine\software\microsoft\windows\currentversion\uninstall\your product1.0,  value = nomodify,  data = 00000001 
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hkey_local_machine\system\controlset001\control\safeboot\minimal\avpe32.sys,  value = ,  data = driver 
hkey_local_machine\system\controlset001\control\safeboot\minimal\avpe64.sys,  value = ,  data = driver 
hkey_local_machine\system\controlset001\control\safeboot\network\avpe32.sys,  value = ,  data = driver 
hkey_local_machine\system\controlset001\control\safeboot\network\avpe64.sys,  value = ,  data = driver 
hkey_local_machine\system\controlset001\control\session manager\memory management,  value = enforcewriteprotection,  
data = 00000000 
hkey_local_machine\system\controlset001\enum\root\legacy_avpe64,  value = nextinstance,  data = 00000001 
hkey_local_machine\system\controlset001\enum\root\legacy_avpe64\0000,  value = configflags,  data = 00000000 
hkey_local_machine\system\controlset001\enum\root\legacy_avpe64\0000,  value = class,  data = legacydriver 
hkey_local_machine\system\controlset001\enum\root\legacy_avpe64\0000,  value = legacy,  data = 00000001 
hkey_local_machine\system\controlset001\enum\root\legacy_avpe64\0000,  value = devicedesc,  data = tcpip2 kernel 
hkey_local_machine\system\controlset001\enum\root\legacy_avpe64\0000,  value = classguid,  data = {8ecc055d-047f-11d1-
a537-0000f8753ed1} 
hkey_local_machine\system\controlset001\enum\root\legacy_avpe64\0000,  value = service,  data = avpe64 
hkey_local_machine\system\controlset001\enum\root\legacy_avpe64\0000\control,  value = *newlycreated*,  data = 00000000 
hkey_local_machine\system\controlset001\enum\root\legacy_avpe64\0000\control,  value = activeservice,  data = avpe64 
hkey_local_machine\system\controlset001\services\avpe32,  value = displayname,  data = tcpip2 kernel32 
hkey_local_machine\system\controlset001\services\avpe32,  value = start,  data = 00000002 
hkey_local_machine\system\controlset001\services\avpe32,  value = type,  data = 00000001 
hkey_local_machine\system\controlset001\services\avpe32,  value = errorcontrol,  data = 00000000 
hkey_local_machine\system\controlset001\services\avpe32,  value = imagepath,  data = \??\d:\windows\system32\avpe64.sys  
hkey_local_machine\system\controlset001\services\avpe32\enum,  value = nextinstance,  data = 00000000 
hkey_local_machine\system\controlset001\services\avpe32\enum,  value = count,  data = 00000000 
hkey_local_machine\system\controlset001\services\avpe32\enum,  value = initstartfailed,  data = 00000001 
hkey_local_machine\system\controlset001\services\avpe32\security,  value = security,  data =  
hkey_local_machine\system\controlset001\services\avpe64,  value = displayname,  data = tcpip2 kernel 
hkey_local_machine\system\controlset001\services\avpe64,  value = start,  data = 00000001 
hkey_local_machine\system\controlset001\services\avpe64,  value = type,  data = 00000001 
hkey_local_machine\system\controlset001\services\avpe64,  value = errorcontrol,  data = 00000000 
hkey_local_machine\system\controlset001\services\avpe64,  value = imagepath,  data = \??\d:\windows\system32\avpe64.sys  
hkey_local_machine\system\controlset001\services\avpe64\enum,  value = 0,  data = root\legacy_avpe64\0000 
hkey_local_machine\system\controlset001\services\avpe64\enum,  value = nextinstance,  data = 00000001 
hkey_local_machine\system\controlset001\services\avpe64\enum,  value = count,  data = 00000001 
hkey_local_machine\system\controlset001\services\avpe64\security,  value = security,  data =  
hkey_local_machine\system\controlset001\services\sharedaccess\parameters\firewallpolicy\standardprofile\authorizedapplicatio
ns\list,  value = d:\windows\explorer.exe,  data = d:\windows\explorer.exe:*:enabled:explorer 
hkey_local_machine\system\controlset001\services\sharedaccess\parameters\firewallpolicy\standardprofile\authorizedapplicatio
ns\list,  value = d:\windows\system\csrss.exe,  data = d:\windows\system\csrss.exe:*:enabled:microsoft update 
hkey_local_machine\system\currentcontrolset\control\safeboot\minimal\avpe32.sys,  value = ,  data = driver 
hkey_local_machine\system\currentcontrolset\control\safeboot\minimal\avpe64.sys,  value = ,  data = driver 
hkey_local_machine\system\currentcontrolset\control\safeboot\network\avpe32.sys,  value = ,  data = driver 
hkey_local_machine\system\currentcontrolset\control\safeboot\network\avpe64.sys,  value = ,  data = driver 
hkey_local_machine\system\currentcontrolset\control\session manager\memory management,  value = enforcewriteprotection,  
data = 00000000 
hkey_local_machine\system\currentcontrolset\enum\root\legacy_avpe64,  value = nextinstance,  data = 00000001 
hkey_local_machine\system\currentcontrolset\enum\root\legacy_avpe64\0000,  value = configflags,  data = 00000000 
hkey_local_machine\system\currentcontrolset\enum\root\legacy_avpe64\0000,  value = class,  data = legacydriver 
hkey_local_machine\system\currentcontrolset\enum\root\legacy_avpe64\0000,  value = legacy,  data = 00000001 
hkey_local_machine\system\currentcontrolset\enum\root\legacy_avpe64\0000,  value = devicedesc,  data = tcpip2 kernel 
hkey_local_machine\system\currentcontrolset\enum\root\legacy_avpe64\0000,  value = classguid,  data = {8ecc055d-047f-
11d1-a537-0000f8753ed1} 
hkey_local_machine\system\currentcontrolset\enum\root\legacy_avpe64\0000,  value = service,  data = avpe64 
hkey_local_machine\system\currentcontrolset\enum\root\legacy_avpe64\0000\control,  value = *newlycreated*,  data = 
00000000 
hkey_local_machine\system\currentcontrolset\enum\root\legacy_avpe64\0000\control,  value = activeservice,  data = avpe64 
hkey_local_machine\system\currentcontrolset\services\avpe32,  value = displayname,  data = tcpip2 kernel32 
hkey_local_machine\system\currentcontrolset\services\avpe32,  value = start,  data = 00000002 
hkey_local_machine\system\currentcontrolset\services\avpe32,  value = type,  data = 00000001 
hkey_local_machine\system\currentcontrolset\services\avpe32,  value = errorcontrol,  data = 00000000 
hkey_local_machine\system\currentcontrolset\services\avpe32,  value = imagepath,  data = 
\??\d:\windows\system32\avpe64.sys  
hkey_local_machine\system\currentcontrolset\services\avpe32\enum,  value = nextinstance,  data = 00000000 
hkey_local_machine\system\currentcontrolset\services\avpe32\enum,  value = count,  data = 00000000 
hkey_local_machine\system\currentcontrolset\services\avpe32\enum,  value = initstartfailed,  data = 00000001 
hkey_local_machine\system\currentcontrolset\services\avpe32\security,  value = security,  data =  
hkey_local_machine\system\currentcontrolset\services\avpe64,  value = displayname,  data = tcpip2 kernel 
hkey_local_machine\system\currentcontrolset\services\avpe64,  value = start,  data = 00000001 
hkey_local_machine\system\currentcontrolset\services\avpe64,  value = type,  data = 00000001 
hkey_local_machine\system\currentcontrolset\services\avpe64,  value = errorcontrol,  data = 00000000 
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hkey_local_machine\system\currentcontrolset\services\avpe64,  value = imagepath,  data = 
\??\d:\windows\system32\avpe64.sys  
hkey_local_machine\system\currentcontrolset\services\avpe64\enum,  value = 0,  data = root\legacy_avpe64\0000 
hkey_local_machine\system\currentcontrolset\services\avpe64\enum,  value = nextinstance,  data = 00000001 
hkey_local_machine\system\currentcontrolset\services\avpe64\enum,  value = count,  data = 00000001 
hkey_local_machine\system\currentcontrolset\services\avpe64\security,  value = security,  data =  
hkey_local_machine\system\currentcontrolset\services\sharedaccess\parameters\firewallpolicy\standardprofile\authorizedapplic
ations\list,  value = d:\windows\explorer.exe,  data = d:\windows\explorer.exe:*:enabled:explorer 
hkey_local_machine\system\currentcontrolset\services\sharedaccess\parameters\firewallpolicy\standardprofile\authorizedapplic
ations\list,  value = d:\windows\system\csrss.exe,  data = d:\windows\system\csrss.exe:*:enabled:microsoft update 
hkey_local_machine\system\lastknowngoodrecovery\lastgood,  value = inf/oem3.pnf,  data = 00000001 
hkey_local_machine\system\lastknowngoodrecovery\lastgood,  value = inf/oem3.inf,  data = 00000001 
hkey_users\s-1-5-21-436374069-920026266-682003330-1003,  value = colortable19,  data = 43b97ac1 
hkey_users\s-1-5-21-436374069-920026266-682003330-1003,  value = colortable20,  data = 0001adc3 
hkey_users\s-1-5-21-436374069-920026266-682003330-1003,  value = windowssubversion,  data = 004c6e32 
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\control panel\desktop,  value = pattern,  data =  
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\classes\clsid\{4f141cba-1457-6cca-03a7-
7aa21b61ea0f}\inprocserver32,  value = threadingmodel,  data = apartment 
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\classes\clsid\{4f141cba-1457-6cca-03a7-
7aa21b61ea0f}\inprocserver32,  value = ,  data = d:\windows\system32\child.dll 
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\internet explorer\desktop\general,  value = 
tilewallpaper,  data = 0 
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\internet explorer\desktop\general,  value = 
wallpaperstyle,  data = 2 
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\internet explorer\international\cpmru,  value = 
factor,  data = 00000014 
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\internet explorer\international\cpmru,  value = 
enable,  data = 00000001 
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\internet explorer\international\cpmru,  value = 
size,  data = 0000000a 
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\internet explorer\international\cpmru,  value = 
inithits,  data = 00000064 
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\internet explorer\main,  value = 
default_page_url,  data = c:\secure32.html 
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\internet explorer\new windows\allow,  value = 
www.websearchtv.com,  data =  
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\internet explorer\toolbar\explorer,  value = 
itbarlayout,  data =  
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\internet explorer\typedurls,  value = url4,  
data = http://www.microsoft.com/isapi/redir.dll?prd=ie&pver=6&ar=msnhome 
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\internet explorer\typedurls,  value = url3,  
data = https://192.168.20.174/llclient/test 
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\internet explorer\urlsearchhooks,  value = 
{15651c7c-e812-44a2-a9ac-b467a2233e7d},  data =  
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\mediaplayer\player\tasks\nowplaying,  value 
= initflags,  data = 00000001 
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\mediaplayer\preferences\proxysettings\http,  
value = proxyexclude,  data =  
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\mediaplayer\preferences\proxysettings\http,  
value = proxybypass,  data = 00000000 
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\mediaplayer\preferences\proxysettings\http,  
value = proxyport,  data = 00000050 
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\mediaplayer\preferences\proxysettings\http,  
value = proxyname,  data =  
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\mediaplayer\preferences\proxysettings\http,  
value = proxystyle,  data = 00000001 
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\mediaplayer\preferences\proxysettings\mms,  
value = proxyexclude,  data =  
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\mediaplayer\preferences\proxysettings\mms,  
value = proxybypass,  data = 00000000 
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\mediaplayer\preferences\proxysettings\mms,  
value = proxyport,  data = 000006db 
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\mediaplayer\preferences\proxysettings\mms,  
value = proxyname,  data =  
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\mediaplayer\preferences\proxysettings\mms,  
value = proxystyle,  data = 00000000 
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\mediaplayer\preferences\proxysettings\rtsp,  
value = proxyexclude,  data =  
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\mediaplayer\preferences\proxysettings\rtsp,  
value = proxybypass,  data = 00000000 
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hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\mediaplayer\preferences\proxysettings\rtsp,  
value = proxyport,  data = 0000022a 
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\mediaplayer\preferences\proxysettings\rtsp,  
value = proxyname,  data =  
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\mediaplayer\preferences\proxysettings\rtsp,  
value = proxystyle,  data = 00000000 
hkey_users\s-1-5-21-436374069-920026266-682003330-
1003\software\microsoft\systemcertificates\trustedpublisher\certificates\20d44373d4925635cd6b8242090010d8c942c65e,  
value = blob,  data =  
hkey_users\s-1-5-21-436374069-920026266-682003330-
1003\software\microsoft\systemcertificates\trustedpublisher\certificates\2c5eceb3d45147eb99fa51120e7c7adebe213de6,  value 
= blob,  data =  
hkey_users\s-1-5-21-436374069-920026266-682003330-
1003\software\microsoft\systemcertificates\trustedpublisher\certificates\a6a50b0ebf885a7dd4fb6927f1388592138fffe6,  value = 
blob,  data =  
hkey_users\s-1-5-21-436374069-920026266-682003330-
1003\software\microsoft\systemcertificates\trustedpublisher\certificates\d0201ec18700c017433b1c681c48acd51b332706,  
value = blob,  data =  
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\windows media\wmsdk\general,  value = 
volumeserialnumber,  data = 134b1103 
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\windows media\wmsdk\general,  value = 
computername,  data = compytron 
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\windows media\wmsdk\general,  value = 
uniqueid,  data = {a2c8dda1-5642-40f9-803b-597e5455d666} 
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\windows\currentversion,  value = adv470,  
data = adv470 
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\windows\currentversion\applets\volume 
control\intel(r) integrated audio,  value = y,  data = 00000000 
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\windows\currentversion\applets\volume 
control\intel(r) integrated audio,  value = x,  data = 00000000 
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\windows\currentversion\applets\volume 
control\intel(r) integrated audio\master volume,  value = linestates,  data =  
hkey_users\s-1-5-21-436374069-920026266-682003330-
1003\software\microsoft\windows\currentversion\explorer\menuorder\start menu2\programs\your product,  value = order,  data =  
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\windows\currentversion\explorer\runmru,  
value = c,  data = calc\1 
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\windows\currentversion\explorer\runmru,  
value = d,  data = explorer\1 
hkey_users\s-1-5-21-436374069-920026266-682003330-
1003\software\microsoft\windows\currentversion\explorer\userassist\{75048700-ef1f-11d0-9888-006097deacf9}\count,  value = 
hrzr_ehacngu:q:\jvaqbjf\rkcybere.rkr,  data =  
hkey_users\s-1-5-21-436374069-920026266-682003330-
1003\software\microsoft\windows\currentversion\explorer\userassist\{75048700-ef1f-11d0-9888-006097deacf9}\count,  value = 
hrzr_ehacngu:q:\cebtenz svyrf\vagrearg rkcybere\vrkcyber.rkr,  data =  
hkey_users\s-1-5-21-436374069-920026266-682003330-
1003\software\microsoft\windows\currentversion\explorer\userassist\{75048700-ef1f-11d0-9888-006097deacf9}\count,  value = 
hrzr_ehacvqy,  data =  
hkey_users\s-1-5-21-436374069-920026266-682003330-
1003\software\microsoft\windows\currentversion\explorer\userassist\{75048700-ef1f-11d0-9888-006097deacf9}\count,  value = 
hrzr_ehacngu:q:\qbphzragf naq frggvatf\kcceb.kc_ceb\qrfxgbc\fhfcraq\fhfcraq.rkr,  data =  
hkey_users\s-1-5-21-436374069-920026266-682003330-
1003\software\microsoft\windows\currentversion\explorer\userassist\{75048700-ef1f-11d0-9888-006097deacf9}\count,  value = 
hrzr_ehacngu:q:\qbphzragf naq frggvatf\kcceb.kc_ceb\qrfxgbc\vafgnyyrrackc.rkr,  data =  
hkey_users\s-1-5-21-436374069-920026266-682003330-
1003\software\microsoft\windows\currentversion\explorer\userassist\{75048700-ef1f-11d0-9888-006097deacf9}\count,  value = 
hrzr_ehacngu:q:\qbphzragf naq frggvatf\kcceb.kc_ceb\qrfxgbc\pzq.rkr,  data =  
hkey_users\s-1-5-21-436374069-920026266-682003330-
1003\software\microsoft\windows\currentversion\explorer\userassist\{75048700-ef1f-11d0-9888-006097deacf9}\count,  value = 
hrzr_ehacngu:q:\cebtenz svyrf\flfqvss\trarengrqvss.rkr,  data =  
hkey_users\s-1-5-21-436374069-920026266-682003330-
1003\software\microsoft\windows\currentversion\explorer\userassist\{75048700-ef1f-11d0-9888-006097deacf9}\count,  value = 
hrzr_ehacngu:q:\jvaqbjf\flfgrz32\pnyp.rkr,  data =  
hkey_users\s-1-5-21-436374069-920026266-682003330-
1003\software\microsoft\windows\currentversion\explorer\userassist\{75048700-ef1f-11d0-9888-006097deacf9}\count,  value = 
hrzr_ehacngu:q:\jvaqbjf\flfgrz32\zzp.rkr,  data =  
hkey_users\s-1-5-21-436374069-920026266-682003330-
1003\software\microsoft\windows\currentversion\explorer\userassist\{75048700-ef1f-11d0-9888-006097deacf9}\count,  value = 
hrzr_ehacngu:q:\qbphzragf naq frggvatf\kcceb.kc_ceb\qrfxgbc\sversbk frghc 1.5.rkr,  data =  
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hkey_users\s-1-5-21-436374069-920026266-682003330-
1003\software\microsoft\windows\currentversion\explorer\userassist\{75048700-ef1f-11d0-9888-006097deacf9}\count,  value = 
hrzr_ehacngu:trarengrqvss.yax,  data =  
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\windows\currentversion\ext\stats\{15651c7c-
e812-44a2-a9ac-b467a2233e7d}\iexplore,  value = type,  data = 00000001 
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\windows\currentversion\ext\stats\{15651c7c-
e812-44a2-a9ac-b467a2233e7d}\iexplore,  value = time,  data =  
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\windows\currentversion\ext\stats\{15651c7c-
e812-44a2-a9ac-b467a2233e7d}\iexplore,  value = count,  data = 0000000b 
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\windows\currentversion\ext\stats\{25336920-
03f9-11cf-8fd0-00aa00686f13}\iexplore,  value = type,  data = 00000001 
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\windows\currentversion\ext\stats\{25336920-
03f9-11cf-8fd0-00aa00686f13}\iexplore,  value = time,  data =  
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\windows\currentversion\ext\stats\{25336920-
03f9-11cf-8fd0-00aa00686f13}\iexplore,  value = count,  data = 00000009 
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\windows\currentversion\ext\stats\{392baf48-
a26a-45b5-9263-97128e429268}\iexplore,  value = type,  data = 00000003 
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\windows\currentversion\ext\stats\{392baf48-
a26a-45b5-9263-97128e429268}\iexplore,  value = time,  data =  
hkey_users\s-1-5-21-436374069-920026266-682003330-1003\software\microsoft\windows\currentversion\ext\stats\{392baf48-
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