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Threat Summary 
A new variant of RBOT has been discovered by Sana Labs.  This complex threat propagates 

through exploiting vulnerabilities in the Windows operating system, connects to remote 

machines, and has backdoor capabilities. It operates as a bot, meaning it has worm-like 

propagation capabilities and can be remotely controlled by an attacker. Malicious bots can be 

used for keylogging, gathering information, capturing packets, and other harmful activities. A 

backdoor provides unauthorized access to a machine, allowing an attacker to control the 

machine and steal information. 

 

Aliases 
 Win32.RBOT.backdoor 

 

Mitigation 
Can Primary Response protect me? 

Yes, Primary Response prevents the code injection attempt made by the worm. Primary 

Response provides malware prevention through Active MDT, which detects this worm with no 

additional configuration.  

Does an out of the box configuration protect me? 

Yes.  The characteristics exhibited by this worm are: 

 Process name: %SYSTEMROOT%\SYSTEM32\mswi32.pif 
 The executable accessed the network.  

 The executable attempted to write to the startup area of the Registry.  

 The executable does not display a window on the screen.  

 The executable is executed from the Windows directory.  

 The executable's parent process has died.  

 The size of the executable file image is very small. 

 

To ensure immediate quarantine of this threat, add mswi32.pif to your malware policies used 

in Primary Response. 

Are there additional actions I must take to become protected? 

Sana Security recommends applying the latest patches from Microsoft.  Those can be found at: 

http://www.microsoft.com/technet/security/ 
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Advanced 
This worm has the following components: 

Processes 
 C:\WINNT\SYSTEM32\MSWI32.PIF 

Registry Keys 
 HKEY_USERS\S-1-5-21-515967899-73586283-682003330-

500\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\RUNSERVICES 

WIND SECURITY MSWI32.PIF 

 HKEY_LOCAL_MACHINE\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVER

SION\RUN WIND SECURITY MSWI32.PIF 

 HKEY_LOCAL_MACHINE\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVER

SION\RUNSERVICES WIND SECURITY MSWI32.PIF 

 HKEY_USERS\S-1-5-21-515967899-73586283-682003330-

500\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\RUN WIND 

SECURITY MSWI32.PIF 

Network Information 
 Connects to: 

o 64.7.209.140:65529 

o 64.7.209.131:65529 

o 211.174.60.21:4564 
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